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1. Ieab u 3229y JUCHHUILIHHBI

Heab AMCUUIIMHBI
[lenssmMmu  ocBoeHMs TUCHUILIHHBL «Cemeeas 0Oe3onacHocmp» SBIAIOTCS  (HOPMUPOBAHHE
npoeCCHOHATBHBIX ~KOMIETCHIMI OyIymuxX CHeUaJucToB B  00JacTH NPUKIIAJHOU
UHPOpMATUKH, GOPMUPOBAHHE Y CTYJICHTOB 0a30BbIX 3HAHWUI, YMEHUH U HABBIKOB IT0 TPUHITUTIAM
yIpaBJIEHUS] CHUCTEMaMH 3aIlUThl WHGOpPMAIMM KOMIBIOTEPHBIX CETEH JIO0CTaTOYHBIX IS
OCBOCHHSI OCHOBHOM mpodeccrnoHanbHOM oOpa3zoBarenbHOi mporpammbl Hampasienus 09.03.03
[puxnagnas uHpopMaTukKa

3agauu AMCHUILIHHBI
OCHOBHBIMU 33Jla4aMU U3YUYEHUS JUCIUTUINHBI SBIISIFOTCS:
®  OCHOBHBIC MEPBHI 110 3aIUTE HHOOPMAIMK B KOMIBIOTEPHBIX CETSIX;
®  KPUTEPUH OLICHKH 3aIIUIIEHHOCTH KOMITBIOTEPHBIX CETEH, CpeCcTBa KOHTPOJIS
3¢ PEKTUBHOCTH MEP 3aLIUThl HHPOPMALIH;
e  BBIPA0OTKA MPAKTUYECKUX HABBIKOB 110 PEILICHUIO 3aa4 3alUThl KOMIBIOTEPHBIX CETEH,
MCXO0Js U3 3a/1a4, CTOSIIIUX Tepe]l BBIYUCIUTEIbHONH CHCTEMOM.

2. MecTO IUCHUILTHHBI B CTPYKTYpe 00pa3oBaTeibHOH MPOrpaMMbl

Jucrunnmaa «CereBast 6€301aCHOCTH» OTHOCUTCS K 4acTh, PopMUpPyeMON y4aCTHUKAMH
oOpa3oBatenbHbIX oTHOImEeHUH broka 1 ductummuaer (Moxynu) (b1.B.JIB.09.02) noaroroBku
CTYJICHTOB T10 HampasjeHuIo moAroToBku 6akanaBpoB 09.03.03 IIpuxnannas nHpopMaTHKa.
IIpepeKBU3UTHI ANCHUNINHBI

W3ydyeHue naHHOM AMCUMIUIMHBI Oa3upyeTcs Ha 3HAHMSIX, MOJYYEHHBIX B pe3yJbTaTe
U3y4eHUsT TaKuX JAUCHUIUIMH Kak  OmnepanuoHHBIE  CHCTEMbl, AJIMHHUCTPUPOBAHUE
OTepalMOHHbIX cucTeM, KoMIbIOTEpHbIE CeTH U TeleKOMMYHHUKAIUK, CeTu U CUCTEMBI iepeaadn
uH(popmanuu, CeTeBoe aIMUHUCTPUPOBAHUE

W3ydeHre 1aHHOM TUCIUIUIMHBI TPOXOIUT MapajljIeNIbHO C U3YUYE€HUEM TaKOW AUCLIUILINHBI,
Kak AJIMUHUCTPUPOBaHHE HHPOPMALIMOHHBIX cucTeM, OCHOBBI HHPOPMAIIMOHHON 6€30MaCHOCTH
u 06a3upyeTcs Ha 3HAHUAX, MOTYYCHHBIX B PE3yJIbTaTe U3YUYEHUS ITUX AUCLUILINH.
IloCcTpeKBHU3HUTHI AN CHUILIHHBI:

3HaHMS ¥ YMEHUS, TIOJy4YEHHBIE CTyIeHTaMU IIPU U3y4YEHUH NUCLHUIIIMHBI, IPUMEHSAIOTCS
UMH BO BpeMs TeXHOJOTMYeCKUX (MPOCKTHO-TEXHOJIOTMYECKUX) TMPAaKTUK H B HX
npoeCCHOHATIBHOMN 1EATEIbHOCTH.
3. d)opanyeMLIe KOMIICTCHIMMA MW HHAHUKATOPbI HX JOCTHXKCHHUHA 110

JUCIHHUIIINHE

[Ipouecc u3yyeHus: TUCUUIUIMHBI HallpaBiieH Ha (JOPMHUPOBAHHE AJIIEMEHTOB CJIEIYIOIINX
koMmreteHuit B coorBerctBuu ¢ ®I'OC BO no nanHoMy HanmpaBJIeHUIO:

Koanl Conepxanue KoMNeTeHIUI Konx n HaumeHoOBaHUe HHAUKATOPA
KOMIIETEHIIUH JOCTHKEHHUsSI KOMIIETEHI MU
[IKC-2 I[IKC-2.  Cnocoben  mposoauts | [IKC-2.1 - 3naer TpeboBanus x

hopmanmzanuio MPEMETHON | KOMIIBIOTEPHOMY MPOTPAMMHOMY
o0llacTi ¢ 1EIbI0  CO3JaHus | 00eCIICUCHHUIO; BUIbI TEXHHUESCKOM
MH(OPMAITMOHHON CUCTEMBI cnenuduKayi Ha TPOTPaAMMHBIC

KOMITOHEHTHI M UX B3aUMOJICHCTBHE;
METO/IbI IIPOCKTHPOBAHNE KOMIBIOTEPHOT'O
MPOTPaMMHOI0 00eCIICUeHHS

[IKC-2.2 — YMmeeT npuMeHSITh TpeOOBaHHS
K KOMIIBIOTEPHOMY IPOrPAMMHOMY




o0ecredyeHuIo; pa3padaTeiBaTh
TeXHUYECKUe crenudukanmm Ha
MPOrpaMMHBIE KOMIOHEHTHI U HX
B3aMMOJICHCTBUE; IPUMEHITD METO/IbI
MPOEKTHPOBAHUS KOMITBIOTEPHOTO
MIPOTPaAMMHOTO OOECIICUCHYIS,

[1IK-2.3 — Bnageer MerogaMu pa3padOTKU

TpeOoBaHMIA K KOMITBIOTEPHOMY
MPOTPaMMHOMY o0ecredeHuto,
TEXHUYECKUX cneunpuKanui Ha
IpOrpaMMHBIE  KOMIIOHEHTBI, METOJaMHU
MPOEKTUPOBAHUS KOMITBIOTEPHOT'O
MPOrPaMMHOT0 00eCIIeUeHHSI.

IIKC-3 [IKC-3 - Cmnocoben ocymectBiusats | [IKC-3.1 - 3HaeT MeToap OpraHu3anuu

OpPTaHM3alAI0 B3aMMOCHCTBUSA C | B3AaUMOJECHCTBHS C 3aKa34UKOM,
3aKa34MKOM, IUTAHUPOBAHUS MTPOEKTa | TUNIAHUPOBAHUS MPOEKTa, pa3paboTKH,

HUC; pykoBoaute  paspaboTkoit | Bepuukauuu u Tectuposanus UC;
mporpaMMHoro kojaa, Bepudukanueii | [IKC-3.2 - YMeer npuMeHSITh METOIbI

u TectupoBanrem MC OpTraHu3aluy B3aUMOJACHCTBUS C
3aKa3YMKOM, TUIAHUPOBAHUS MPOCKTA,
pa3paboTKu, BepupUKaIUU U TECTHPOBAHUS
NG,

[IKC-3.3 - Birageet MmeTomamu
OpTaHU3aliy B3aNMOACHCTBUS C
3aKa34MKOM, TUTAHUPOBAHUS MTPOEKTA,
pa3palboTKH, BepuUKaILIUU U TECTHPOBAHUS
HC.

4. CTpyKTypa M coJep:KaHue TUCHTUATITIHHBI
4.1. CTpyKTypa QM CHUNINHBI
OO6miast TPyAOEMKOCTh JTUCHUIUIMHBI COCTaBJseT 2 3a4€THBIX €IUHMIL (72
aKaJeMHYECKHX Yaca).

TpynoemMKocCTs,
Bun pabotet aKajl. 9acoB
8 cemectp BCETO

O01as TPy10eMKOCTh 72 72
KonTtakTHas padora: 36 36
Jlexuun 10 10
Jlabopatopusie pabotsl (J1a0) 22 22
KoHnTtakTHas paboTa B EpHoI TEOPETUIECKOTO 4 4

obyuenus (KontTO) (TIposedenue mexywux

KOHCYIbMayuti U UHOUBUOYAIbHASL pAOOMA CO

cmyoenmamul)
IIpome:kyTouHasi aTTecTanus (3a4er)
CamocrosiTesibHas padoTa: 36 36
- camonoodeomogka (npopabomxa u

nosmopenue Mamepuanda 3aHAmuil, y4eOHuUKo8 u

Yuebuvix nocobuii); 18 18
- 10020MOBKA K 1aOOPAMOPHLIM 3AHAMUAM, 18 18




4.2. PacnipenejieHue BHI0OB PadoThbl M HX TPYAOEMKOCTH MO pa3jeiaMm

JTUCHUILIMHBI
Bunsr yuebHoi paboTs (B
yacax)
KOHTaKTHas =
e DOopMBI TEKYIIETO KOHTPOJIS
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Tema 1. Ocnoswr 6e3onacuocmu
KomnviomepHuix cemeii. OCHOGHbIE NOHAMUS .
1. 1 2 | YcrHbIi OpoC [0 TeMe JICKI[H
U MEPMUHONIO2US, YePO3bl, VA36UMOCHU,
amaxu
Tema 2. OcHoswl 6ezonacHocmu
xomnvromepuwvlx cemetl. Hopmamusno- .
2. P P 1 2 | YcTHBIH OTIPOC TI0 TeME JIEKITHH .

npasosoe odecneuerue UHGOPMAYUOHHOU
bezonacnocmu KC

Tema 3 Ocnoswt bezonacrocmu
Komnwvlomepuvix cemeit. Knaccugpuxayus
3. | yepos u ysaseumocmeti, 6anKu yepo3 u 1 2 | YcTHBIi onpoc 10 TeMe JIEKIUH

yazeumocmet, bauk dannvix yepoz @CTIK,
MITRE ATT&CK

Tema 4 Ocnoewvl bezonacuocmiu
4, xomnwvromepuwix cemeu. Cemegvle amaxu, 1 4 VYcTHBIH 0npoC 10 TeME JeKLIUU
mooenw Cyber-Kill Chain

Tema 5 Cpeocmea obecneuenus
5 6e30nacHocmu KOMNbIOMEPHbIX cemell. 1 2 4
" | Quavmpayus cemesoco mpagpuxa,

VYcTHBIH onpocC 10 TeMe JeKLIUU
BrlImosHeHUE IPAKTUIECKOTO

Mmeoccemesvie Ikpanvi, NGFW 3ajaHuA

Tema 6 Cpeocmea obecneuenus

6e30nacHoCmu KOMRbLIOMEPHBIX cemell. YCTHBIH OMPOC 10 TeMe JSKINUU
6. Texnonoeuu 0OHApyHCEHUA cemesbix amax, 1 2 3 | BeimonHeHHE MPaKTHIECKOTO

cucmemvl OOGHAPYIHCEHUsL U 3aaHust

npeodomspaAueHUs. 6MOPHCEHUT

Tema 7. Cpeocmea obecneuernus

0e30nacHocmu KOMNbLIOMEPHBIX Cemell. Y CTHBIH ONPOC MO TEME JICKITUH
1. Texnonocuu nOCMpoeHus 3auuUujeHHbIX 1 2 3 | BelnonHeH#ne NPaKTHYECKOTO

KAHAN08 C6513U, CPeOCm8a NOCMPOEHUs. 3a[aHus

BUPMYATbHBLIX 3AUWUWEHHbIX cemeil

Tema 8. Cpeocmea obecneuerus
0e30nacHocmu KOMNbLIOMEPHBIX Cemell.
8 Hncempymenmul 051 ucciedo8anus cemu, 4 4
) cHughghepuvl u ckanepwi bezonacnocmu,
UHCPYMEHMbL MOHUMOPUHSA COCMOSIHUSL

YcTHBIN onpocC 10 TEME JIEKIIUN
BrmoHeHNE TPaKTHYIECKOTO
3aaHus

cemu
Tema 9 Cpeocmea obecneuenus N
. YCTHBII OMPOC 10 TeMe JSKINUU
6e30nacHoCmu KOMRbLIOMEPHBIX cemell.
9. 1 4 4 | BoimosHEHHE TIPAKTHIECKOTO

Ilpedomepawenue ymeuex ungopmayuu,

3aaHUs
DLP-cucmemoi

Tema 10 Cpedcmesa obecneuerus

0e30nacHocmu KOMNbLIOMEPHBIX cemell.
3awyuma xoneunvix ycmpoticmg KC,

10. ; ; 1 4 4

mexnonozuu Endpoint Security, cucmemoi

3awumul koHeunwvix mouex (Endpoint

Protection Platform)

VYcTHBIHA 0npocC 10 TeMe JIEKLIUU
BrlnonHenue npakTu4ecKoro
3aaHus




11.

Tema 11. Cospemennvie menoeHyuu 6
obecneuenuu 6e30nacHocmu

xomnwvromepuvix cemeil OcHobl VYcTHBIN onpocC 10 TEME JIEKIIUN
MecmupoBanusl Ha NPOHUKHOBEHUE, IMaNbl 1 4 4 | BoimosHEHHE TIPAKTHYECKOTO
npogedenUs mecmupo8aHus Ha 3aaHuS

npoHukHogenue, uncmpymenmol. XDR-
cucmembl

HTOrO: 10 22 36

4.3.Coaeprxanue pa3iesioB JUCHUILTHHBI
Pazngesa 1 OcHOBBI 0€301aCHOCTH KOMIIBIOTEPHBIX CceTel
Tema 1. OcHOBHBIE TOHATHUSA U TEPMUHOJIOTHS, YI'PO3bl, YSI3BUMOCTH, aTaK1
Tema 2. HopmaTtuBHO-TipaBoBO€ oOecmnieueHre nHpopmaronHon 6ezonacHoct KC
Tema 3. Knaccudukarus yrpo3 1 y13BUMOCTel, 0aHKH YTpo3 U ySI3BUMOCTeH. BaHk JaHHBIX yrpo3
OCTIK, MITRE ATT&CK
Tema 4 Ceresie ataku, moaens Cyber-Kill Chain
Pa3nen 2 CpencrBa obecneyenusi 6€30MacHOCTH KOMIIbIOTEPHBIX ceTel
Tema 5. @unbTpanus cereBoro Tpadpuka, MexcereBbie sKkpansl, NGFW
Tema 6 CpenctBa obecrieueHnst 6€30MaCHOCTH KOMITBIOTEPHBIX ceTei. TeXHOIOrun oOHapyKEHUS
CETEBBIX aTaK, CUCTEMbI OOHAPYKEHUS U MPEAOTBPAIICHUS BTOPKEHUIN
Tewma 7. Cpencta obecrieueHusi 0€30MacHOCTH KOMITBIOTEPHBIX CeTeil. TEeXHOIO0TUH MOCTPOSHUS
3allMILIEHHBIX KAHAJIOB CBSI3H, CPEACTBA OCTPOCHUSI BUPTYAJIbHBIX 3alUIICHHBIX CEeTeH
Tema 8. CpenctBa obGecrieueHusi 0€30MaCHOCTH KOMITBIOTEPHBIX ceTell. MHCTpyMEeHTHI st
UCCIICIOBaHUs CeTH, CHU(dEpbl M CKaHepbl O0€30MacHOCTH, WHCTPYMEHTHI MOHMTOpPHMHTA
COCTOSIHUSI CETH
Tema 9 CpenctBa obecriedeHus: 0€30MaCHOCTH KOMITBIOTEPHBIX ceTeil. [IpenoTBpaienue yreuek
uHpopmaruu, DLP-cuctemsr
Tema 10 CpenctBa obecrieueHusi 0€30MACHOCTH KOMITBIOTEPHBIX CeTei. 3amuTa KOHEYHBIX
yerpoiicte KC, texnonoruun Endpoint Security, cucremsr 3amutsl KoHeYHBIX Touek (Endpoint
Protection Platform)
Tema 11. CoBpemeHHBIE TEHACHIIMH B OOECMEYCHUU OE30MaCHOCTH KOMITBIOTEPHBIX CeTei
OCHOBBI TECTHPOBaHMS Ha TPOHUKHOBEHHE, JTalbl MPOBEJICHUS TECTUPOBAHUS HA
MPOHUKHOBEHHE, THCTPYMEHTHI. XDR-cucremsl

TeMbl U IVIAHBI JIA00PATOPHBIX 3AHATHI
JlaGopaTropHoe 3ansTue Nel
Tema. MexceTeBble SKpaHbl
Bormpocs! 11st 06¢cyxieHust:

OunbTpanus ceTeBoro Tpaduka, MexcereBbie IKpanbl, NGFW

BO3MOKHOCTH MEXKCETEBOT0 IKpaHa, BCTPOCHHOI'O B OMEPAI[MOHHYIO CUCTEMY
Bxrouenne MexceTeBOM IKpaH Ha paboveit CTaHII

briokupoBaHue CETEBBIX PECYPCOB

OTKIIFOUEHHE MEKCETEBOTO SKpaHa.

agrwpdE

JlaGopaTopHoe 3ansaTHE No2
Tema. Cuctembl 0OHApYKEHUS BTOP>KCHUM
Bormpocs! mi1st 06cyxeHust:
1. TexHonoruu oOHApPYKEHHS CETEBBIX aTak,
2. Bunsl cucreM 0OHapyKeHUS BTOP)KEHUH.
3. MHcmonb3oBaHME cUCTEM ISl IPEIOTBPAIICHHS BTOPYKEHHU.
JlaGopaTopHoe 3ansitue Ne3
Tema. BupTyanbHble 3alIUIIIEHHBIE CETU




Bomnpocs! 11t 06cyxaeHus:
1. TexHOJOTHH NOCTPOCHHS 3alIUIICHHBIX KaHAIOB CBS3H,
2. CpeacTBa MOCTPOCHMS BUPTYAJIbHBIX 3AIIUIICHHBIX CETEH
JladoparopHoe 3ansTue Ne4-5
Tema. CpenctBa oOecrneueHHss 0€30IaCHOCTH KOMIBIOTEPHBIX ceTell. MHCTpyMeHTHI ams
UCCIICIOBAaHHUS CETH, CHU(PQEphl M CKaHephl O€30MacHOCTH, WHCTPYMEHTHI MOHHTOpPWHTA
COCTOSIHUS CETH
Bormpocs! 1u1st 00y ieHust:
1. WHCTpYMEHTHI ISl UCCIIEOBAHUS CETH
2. caubdepsr
3. ckaHepbl 0e30MacHOCTH
4. WHCTPYMEHTHI MOHUTOPUHTA COCTOSHUS CETH
JlaGopaTopHoe 3ansTHE NeG-7
Tema. DLP-cuctembl. Cuctemsl 3anuThl KOHEUHBIX To4YeK (EPP-pemenms)
Bomnpocs! 11t 06cyxaeHus:
1. TlpenoTBpaimienue yredek nHGoOpMaIuu,
2. DLP-cucremsl

JlaGopaTopHoe 3ansitue Ne8-9
Tema. Cpeacrsa obecrieueHnst 0€30MaCHOCTH KOMITHIOTEPHBIX CeTeH. 3aluTa KOHEYHBIX
yerporicte KC, rexnonorun Endpoint Security, cuctemsi 3anutbl kKoHedHbIX Touek (Endpoint
Protection Platform)
Bomnpocs! 11t 06cyxaeHus:
1. cpenctBa obecnieueHus 6€30MaCHOCTH KOMIIBIOTEPHBIX CETEH.
2. 3ammrTa KoHeuHbIX ycTpoicTB KC,
3. Texnomorun Endpoint Security,
4. cucremsl 3amuTh KOHeUHBIX ToueK (Endpoint Protection Platform)
JladopaTropnoe 3ansiTue NelO-11
Tema. CoBpeMeHHBIE TCHICHIIUN B 00eCTIeYeHNN O€30MMaCHOCTH KOMITBIOTEPHBIX CETEH. DTambl
MPOBEJICHNS] TECTUPOBAHUS HAa MPOHUKHOBEHHUE, MHCTPpYMEHTHI. XDR-crucrembl MHCTpyMEHTHI
TECTUPOBAHUS HA MPOHUKHOBECHHE
Bormpocs! 1i1st 00y 1eHus:
OCHOBBI TECTUPOBAHUS HA IPOHUKHOBEHUE,
3Tanbl IPOBEICHUS TECTUPOBAHUS HAa IPOHUKHOBEHHE,
WHCTPYMECHTEI.
XDR-cucrtemsl
HNHcTpyMeHTBI TECTHPOBAHUS HA MPOHUKHOBEHUE

agrwNE

5. Tembl IUCHUNIIMHBI (MOAYJISA) AJIS1 CAMOCTOATEILHOTO U3YYeHUsI
He nmpenycmoTpensl
6. OOpa3oBarejibHbIE TEXHOJIOTHHI

Ne .

u/n HaunmeHnoBanue pasaeia Buabl yueOHbIx 3ansTiii | O0pa3oBaTebHbIE TEXHOJIOTHHI
Tema 1. Ocnosvl 6eson~acrtocmu TpaiuIHOHHAs JIEKIUS B ayl. C
Komnwvlomepuvix cemeu. OcHognbvie Jlexnus

MYJIbTUMEIHNA IPOCKTOPOM
1. |nowamusa u mepmunonocus, yeposuvl,
VA36UMOCIU, AMAKU [ToBTOpEHue MaTepuara,
CamocrosrenbHas paboTta
IIOATrOTOBKA AOMAIIIHETO 3aaHUA.
Tema 2. Ochoswr bezonacnocmu Jexims TpapgnuuonHast jeKkuus B ayA. ¢
2 KomnwlomepHulx cemeil. Hopmamueno- MyJIbTHUMENNUA IIPOECKTOPOM

npasosoe obecneyenue
unghopmayuonnoii 6ezonacnocmu KC

CamocrosiTenpHas padbora

[ToBTOpEHME Marepuana,
IIOATrOTOBKA AOMAIIIHETO 3aaHUA.




Tema 3 Ocroswi 6ezonacrocmu
KOMNbLIOMEPHBIX cemell.

Knaccuguxayus yepos u yszeumocmeil,

Jlekusa

TpaguuuoHHas JEKUHUS B ayll. C
MYJIbTUMEINA IPOEKTOPOM

3. 9
banxu yepos u yazeumocmeu, banx CaMocTosSTeIbHAS DAGOTA HOBTOpeHI/Ie MaTtepuaa,
Z‘%”{‘géfp 03 CTIK, MITRE p IOArOTOBKA JOMAIIHETO 3a1aHUS.
Texiuis TpanuuuroHHast JeKUus B ayia. ¢
Tema 4 Ocnoswt bezonacnocmu 1 MYJBTUMEIHA TPOCKTOPOM
4, xomnwvlomepuvix cemeu. Cemeguvlie H
i i OBTOPCHHUC Marepuajia
amarxu, modens Cyber-Kill Chain CaMOCTOSITeTLHAS pa60Ta Y p >
[MOATOTOBKA JOMAIITHETO 3aJaHU.
Texuns TpanuuvoHHast JeKUus B ayia. C
MyJbTHUMEONA ITPOCKTOPOM
Tema 5 Cpeocmea obecneuenus ﬂy 6 A P P
5 6e30nacHoCmu KOMNbIOMEPHbIX cemell. JlaGopaTopHoe 3aHsTHE ad0opaTopHOC 3aHATHEC B
' Quiavbmpayus cemego2o mpaguxa, KOMIIbIOTCPHOM KJIaCCEe
medccemesvie Ikpanvt, NGFW [oBT opeHue Marepuaia,
CamocrosiTenpHas padbora
[MOATOTOBKA JOMAIITHETO 3aaHU.
Texuns TpanuuuvoHHast JeKUHs B ayia. C
Tema 6 Cpeocmea obecneuenus MYJIbTHMEANA TPOCKTOPOM
b6e30nacHoCmu KOMRbLIOMEPHLIX Cemell. T1a60DATODHOE 3AHSTIE Ha6opaTopHoe 3aHATUC B
6. |Texnonozuu obnapyscenusn cemeswix parop KOMITBIOTEPHOM KIacce
amak, cucmemvl 0OHAPYICEHUs U
npeoomepaujerus 8MopiIceHull IloBTOpEHUE MaTcpHaia.
P pay P CamocrositenpHas padbora p p ’
MMOATOTOBKA JOMAIITHETO 3aJaHU.
Texuns TpanuuuroHHast JeKUHs B ayia. C
Tema 7. Cpedcmsa obecneyeHus MYJbTUME/INA IPOCKTOPOM
6e30nacHocmu KOMIbLIOMEPHBIX cemell. 1146 JlaboparopHoe 3aHATUE B
1. Texnonozuu nOCMpOeHUs 3aUULEHHbIX abopaTOpHOE 3aHATHC KOMITBIOTEPHOM KJIacce
KAHAN08 C6:3U, CPedcmea NoCmpOoeHUs
BUPMYATILHBIX 3AUUUJEHHbIX cemell IToBTOpEeHue MaTepHaJia.
Py e CamocrosrenbHas paboTta p p ’
IIOATrOTOBKA AOMAIIIHETO 3aaHUA.
Tema 8. Cpedcmea obecneuerus | JlaGopaTopHoe 3aHsTHE 1 JlabopatopHoe 3aHITHE B
besonacnocmu KoMnbIomepHbY cemeil. | TaGonaTopHOE 3AHATHE 2 KOMITBIOTEPHOM KJlacce
8 Hucmpymenmer 015 uccnedosanust
| [Comu crupbepel U crariep CamocrositenpHas padbora Hosropenue Marepnaia,
besonacrocmu, uHCIpymenmbl p [IOJIFOTOBKA JOMAIIHETO 3aaHHs.
MOHUMOPUHEA COCMOSIHUSL Cemu
) r— TpamuimoHHas JIGKIMS B ayl. C
MYIbTUMEINA TIPOCKTOPOM
Tema 9 Cpeocmea obecneuenus a6 1 Hy 6 A P P
9 6e30naACHOCIU KOMRBIOMEPHLIX Cemeli. a00pPATOPHOC 3aHATUC a00paToOpHOC 3aHSATHUC B
" |llpedomspawenue ymeuex JlaboparopHoe 3aHsiTHE 2 KOMITBIOTEPHOM KJIacce
ungopmayuu, DLP-cucmemol ToBTOpEHNUE Marepuaia,
CamocrosrenbHas paboTta
IIOATrOTOBKA AOMAIIIHETO 3aaHUA.
Nexuns TpanuuuroHHast JeKUHs B ayA. C
Tema 10 Cpeocmesa obecneyenus
MYyJbTHUMEONA ITPOCKTOPOM
6e30nacHocmu KOMIbLIOMEPHBIX cemell. a6 1 Hy6 A P P
10 3awuma koneunvix yempoiicme KC, a00pPATOPHOC 3aHATUC a00paToOpHOC 3aHsATHUC B
" |mexnonoeuu Endpoint Security, JlaboparopHoe 3aHsiTHE 2 KOMITBIOTEPHOM KJIacce
cucmembl 3auUmMbl KOHEUHbIX MOYEK TMoBTODEHME P —
(Endpoint Protection Platform) CamocTtosTenpHas pabora p P ’
IIOATrOTOBKA AOMAIIIHETO 3aaHUA.
Tema 11. Cospemennvie menoenyuu 6 Jexuus TpanuuuonHas nekuus B ayx. ¢
11 obecneuenuu 6esonacHocmu MYJIbTUMEIMA IPOCKTOPOM

KOMNbOMmMepHvlX cemeii OcHO8bI

mecmupoeanusl Ha npOHUKHOBeHUE,

JlaGopaTtopHoe 3ansTue 1
JlaGopatopHoe 3aHsATHE 2

JlaGopaTopHoe 3aHATHE B
KOMIBIOTEPHOM KJIacce




9mMansl NPoGedeHUs MeCMUpPO8aHUsl HA
npoHuKHogenue, uncmpymernmoi. XDR-
cucmembl

CamocrositenpHas padbora

[ToBTOpEHME Marepuana,
IIOATrOTOBKA AOMAIIIHETO 3aaHUA.

7. OueHouyHnble cpeacTtBa (MaTepuaJibl)

yCIEeBAEeMOCTH, INPOMEKYTOYHOM

JTUCIHUIIINHE.

®dopma KOHTPOJISI 1711 O9HOU (HDOPMBI 00yUEHUS — 3auem,

AJIA TEKYyLIEro KOHTPOJIsA

aTrecranumn oﬁyqamnmxca o

[Tpumepsl 3a1aHUi AJIs TEKYIIErO KOHTPOJISI U TPOMEKYTOUHBIX 3aJlaHUH 110 Pa3IMYHBIM TEMaM:

IIpuMepHBbIi NepeYeHb TeCTOBbIX 3aaHU

B xypnane ayreHTHUKAIMKE 00HAPY>KEHO HECKOJIBKO 3aMMCe HEYCHEIIHBIX MOMBITOK
BOITH B CHCTEMY IOJI YUETHBIMHU 3alHCSIMHU M0JIb30BaTeseil. Bo3aMoxHO Obla moneiTka
noadopa naponeil. Kakoe crangapTHoe CpeacTBO ClIeAyeT UCIOIb30BaTh s
YMEHBLIEHUS] PUCKA TAKOTO poja aTak?

a) HCIOJIB30BATh CUCTEMY OOHAPYKEHHS BTOP)KEHUM

0) meperMeHOBATh YUETHYIO 3alHCh aJIMUHUCTPATOpPA

B) BKJIIOYUTH OJIOKUPOBKY YUETHBIX 3aIMCEH MPH OTMPEICICHHOM KOJIMYECTBE
HCYCIICIIHBIX IMOMBITOK PCruCTpaniun

T) HCIOJIb30BaTh MYJIbTH(AKTOPHYIO ayTCHTHU(HUKAIIIO

[NonmuTHka Ge3omacHOCTH TpeOyeT COKPBITHS cxeMbl |P-anpecannu, ncnoap3yeMoii Bo
BHYTpeHHeH ceTu. Kakas u3 nmepeyrcieHHbIX TEXHOJOTUH MTO3BOJIUT PEIIUTh
IIOCTaBJIEHHYIO 3a1auy?

a) cucreMa OOHAPYKCHHs BTOPKEHUN

0) TepCOHATbHBINA MEKCETEBOM IKpaH

B) TpPaHCISILMS CETEBBIX aJIPECOB

I) aHTUBUPYCHOE MPOrPaMMHOE 00ECTICUCHHE

Kaxoe u3 cpencTB 3alIUThl HCIIOIB3YETCS AJIsI MOHUTOPUHIA CETH B PEAaIbHOM BPEMEHU C
IEJIBIO BBISIBIICHUS, TPEJOTBPALICHNUS U OJOKUPOBKH BPEIOHOCHON aKTUBHOCTH?

a) MEXCETEeBOH dKpaH

0) cmcreMa aHaJIM3a 3aIIUIIEHHOCTH

B) CHCTEeMa IPeAOTBPALICHHUS BTOPKCHUH
I) CpEICTBO aHTUBUPYCHOM 3alllUTHI

Kaxk Ha3piBaeTcs nmpoliecc 3aiuThl peCypcoB CETH OT HECAHKIIMOHUPOBAHHOTO
HCIOJIL30BAHUS?

a) oxpaHa 000pyIOBaHUS CETH

0) 3ammra siapa 6€30macHOCTH

B) KOHTPOJIb JOCTYIIa

r) 3alUTa nepuMerpa 6e30MmacHOCTH

Yro nyxHo caenarb Ha DHCP cepBepe 4To0bI HCKIIOUUTH BhIAady onpeaeneHHoro 1P
ajzipeca U3 CyLIECTBYIOILEro quana3zoHa?

a) co3nath auanasoH [P agpecos



6) co3nare napamerp DHCP
B) co3aaTh uckimouenue s [P anpeca r) coznate obmacte DHCP

6. Kak HaspiBaercs o0bekT Active Directory, KoTopbiii XpaHuT HH()OPMAIHIO 00 YUETHBIX
3aMmmcsx, 00X pecypcax, Moapa3aeieHUsIX ?

a) CETEeBOM JOCTYI
0) mamka
B) Karajor
r) JIOMEH

7. Kaxoli mpoTOKOJI HCIIONB3yeTCs s JOCTYIa K ciryx0e karanoros Active Directory?

a) ShareDiscovery 6) ADSL
06) LDAP
B) ICMP

8. Kak Ha3bIBaeTcs KOMIBIOTED, 3aHUMAIOIIUIACS 00CTYKHUBAHUEM CETH, YIPaBICHUEM
nepeaadei COOOIEHUH, U TPEIOCTABIISIOMNNA YAAICHHBIA JOCTYI K CBOUM pecypcam?

a) xab

0) pabouas craHIuUs
B) cepBep

I) XOCT

9. B kakom MeToJie iepeiayn JaHHbIC IEPEChIIAOTCS B IBYX HAIPABICHUAX
OJIHOBPEMEHHO?

a) CHUMILIEKCHBIN
0) CHUHXPOHHBII
B) JYIUJIEKCHBIN
r) TOXYTYTUIEKCHBIN

10. B xakom pexxume pyHkunonuposanus IPsec mudpyercsa Bech ucxoausiii |IP-naker, a
3aTeM OH BCTAaBJISCTCS B T0JIE JAaHHBIX HOBOTO ITaKeTa?

a) CHHXPOHHOM
0) acMHXPOHHOM
B) TYHHEIIbHOM
I) TPaHCIOPTHOM

IIpumepHBIEe BOPOCHI K 3a4eTy

=

[lepexBar nnpopmanuu B cetu. UucTpymMeHThl. CriocoObl MPOTHUBOACHCTBUS IIEpEXBaTYy.

DOS-araku. Ocobennoctu peannzanuu. Criocoos! npotuBoaeiicTeust DOS-arakam.

3. Ckanepsl 6e3omacHoCTH. CrTOCOOBI BBISBICHUS YI3BUMOCTEH B MH(OPMAITHOHHBIX
CUCTEMAX.

4. Cuctembl 00HapYy)eHUs BTOpKeHUH. CHCTEMBI IPEIOTBPAIICHUS BTOPKCHHM.
Metoauku BBISIBICHHS CETEBBIX aTakK.

5. CereBble U XOCTOBBIE CHCTEMbI OOHAPYKEHUS U IPEJOTBPAILCHHS BTOPKEHUH.
JIOCTOMHCTBA M HEAOCTATKHU.

6. MexcereBbie skpanbl. Kiaccudukanus. BapuanTel pazMenieHus MeKCeTeBOro dKpaHa.

JIOCTOMHCTBA M HEAOCTATKHU.

N



~

JemunurapuzoBanHas 30Hbl. Haznauenue. CriocoObl BbIIETICHHUS.

8. Kiaccudukammsi MeXCeTeBBIX IKPaHOB COTIIACHO HOPMATUBHBIX TOKyMeHTOB DCTOK
Poccun. IIpuMeHeHnEe MEKCETEBBIX SKPAaHOB PA3JIMYHbIX KJIACCOB.

9. Texnonorus VPN (Buptyansubie yactHbie ceTn). Haznauenue. JlocromHcTsa u

Henoctatku. [Tonstue ceru. TpeOoBanus, npeabsBIsieMbIe K CETH.

8. Cucrema olleHUBAHMA MJIAHUPYEMBIX Pe3yJ1bTATOB 00y4YeHUsI
O].[eHKa «3Aa4YTEHO» BBICTABJISICTCA,

CTYIEHTY TJIyOOKO M MPOYHO YCBOWBIIEMY IPOTPAMMHBIN MaTepHall, HCUEpHbIBAIOIIIE,
MOCIIE0BATENbHO, TPAMOTHO M JIOTHYECKH CTPOIHO €ro M3jararoiieMy, B OTBETE KOTOPOTO
YBSI3BIBAETCSl TEOPHs C MPAKTHKOMN, OH MOKA3bIBAET 3HAKOMCTBO C JIMTEPATYPOM, MPABUILHO
00OCHOBBIBa€T M HCHOJb3YEeT pAIMOHAIBHBIE W COBPEMEHHBIE CPEICTBA PELICHUS
MOCTaBJIEHHOW TIPOOIIEMBI.

CTYIEHTY, TBEpAO 3HAIOLIEMYy TMPOTPaMMHBI MaTepuan, TPaMOTHO U MO CYIIECTBY
U3JIAraolleMy ero, KOTOPbIM He JOMyCKaeT CYIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOIIPOC,
MPaBUIILHO MPUMEHSIET TEOPETUUECKUE TTOJIOKEHUS MTPU PEILICHUU MTOCTABIECHHOM 3aauH.
CTYACHTY, KOTOpPBIA 3HAET TOJBKO OCHOBHOW MPOrpaMMHBIA Marepuaj, HO HE YCBOWII
OCOOCHHOCTEH, J0MycKaeT B OTBET€ HETOYHOCTH, HEKOPPEKTHO (OPMYIHUPYET OCHOBHBIE

3aKOHBI U ITpaBuJia, 3aTPYAHACTCS B BBIIIOJHCHUU MIPAKTHYCCKUX 3a71a4.
Ouemca «HE€ 3a4YTCHO0» BBICTABJISACTCA CTYACHTY, KOTOpBIﬁ HE 3HAEeT 3HAYMTEIILHOM YacTH
MMporpaMMHOro marcpuajia, AOIMYCKACT B OTBCTC CYHICCTBCHHLIC OH_II/I6KI/I, C 3aTPpyAHCHUAMU

BBITTOJIHACT MPAKTHYCCKUEC 3aJaHUA

3a oany padory Bcero
Popma KoHTpoIs MuH. Makec. Musm. Makec.
0aJu10B | 0aJJ10B 0aJJ10B 0aJI10B

Texymui KOHTPOJIb:
AKTHBHas paboTa Ha 3aHITHU 0,5 1 8 16
IToaAroToBka K 3aHSTHIO, BHIMOJHEHHUE JOMAIIIHETO 05 1 8 16
3aJlaHUs
BBITIOJJHEHUE NPAKTHYECKUX 3aJaHUl 110 TEMAM 3 5 27 45
[TpomexxyToyHas arTecTanys (3a4er) 10 23 10 23
HToro 3a cemectp 53 100

9. YueOHo-MeTOAMYEeCKOE U NH(POPMAIIMOHHOE O0ecTieYeHHe T CIUTIIIMHBI

9.1. OcHoBHasi TUTEpaTypAa
a) OCHOBHAs JUTEpPaATypa:

1. Ceru u TeneKOMMYHHMKAIIMHY : y4eOHUK U npakTukyM i1t By30B / K. E. Camyitnos [u ap.] ;
non penakuueii K. E. Camyiinosa, U. A. [llanumosa, J1. C. Kymns6oBa. — Mocksa :
NznarensctBo KOpaiit, 2022. — 363 ¢. — (Bricmee o6pazoanue). — ISBN 978-5-534-
00949-1.[OnekTponHslii pecypc]: — Pexxum nocryma: https://urait.ru/bcode/489201.

2. Jlmorenec, 0. Kubep6e3zonacHocTh. cTparerust atak u o6opons / FO. Jlnorenec, D. O3kaiis ;
nepeBoy ¢ anrnuiickoro JI. A. benmukoa. — Mocksa : JIMK Ilpecc, 2020. — 326 ¢. —
ISBN 978-5-97060-709-1. [DnekTpoHHBIH pecypc]: — Pexxum pocrymna:

https://e.lanbook.com/book/131717.

3. Jloxnukos I1.C. O6ecneuenne 6€30mMacHOCTH CeTeBOM MH(PPACTPYKTYpPhl HA OCHOBE
ornepannoHHbIX cucteM Microsoft : mpaktukym / Jloxuukos I1.C., Muxaiinos E.M.. —
Mocksa : Uatepuet-YHuBepcuter Undpopmanuonnsix Texunonoruit (MHTYUT), At [Tu Ap
Menua, 2020. — 263 ¢. — ISBN 978-5-4497-0666-9. — Texkcr : anexTponHslii // Lludposoit



https://urait.ru/bcode/489201

N

10.

11.

12.
13.

hw

oo

oOpazoBatensHbIi pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/97553.html

3.1./lonoJHUTEIbHASA JIUTEPATYpa

B.T. Omudep, H. A. Onudep. CereBbie oneparinoHHbIE CUCTEMBI. — y4eOHUK IS BYy30B
2-e u3x, CII6.: [Turep, 2012. —672 c: un.

Tanen6aym Duzpio C. CoBpeMeHHbIE onepalnoHHble cucTeMbl. 3-¢ u3a. 2012 rox, 1120c
MapupyTtu3zanusi B KOMIBIOTEPHBIX CETSIX : Y4eOHO-METOIMUECKOe TOCOOre / COCTaBUTEIH
I'. B. AGpamos [u ap.]. — Boponex : BI'Y, 2017. — 27 c.[DnexTpoHHBbI pecypc]: —
Pexxum moctyma: https://e.lanbook.com/book/154773.

3.2.IlporpamMmmHoe o0ecnieueHue

Microsoft Office 2010 Russian Academic OPEN 1 License (Geccpounast), (muieH3us
49512935);

Microsift Sys Ctr Standard Sngl License/Software Assurance Pack Academic License 2 PROC
(6eccpounas), (nmunensus 60465661)

Microsoft Win Home Basic 7 Russian Academic OPEN (6eccpounas), (nmutiensus 61031351),
Microsoft Office 2010 Russian Academic OPEN, (6eccpounas) (mumensust 61031351),
Microsoft Windows Proffesional 8 Russian Upgrade Academic OPEN (06eccpounas),
(mumensus 61031351),

Microsoft Internet Security&Accel Server Standart Ed 2006 English Academic OPEN,
(6eccpounas), (muuensus 41684549),

Microsoft Office Professional Plus 2010 Russian Academic OPEN, (6eccpounast), (uiieH3us
60939880),

Microsoft Windows Server CAL 2008 Russian Academic OPEN, (6eccpounast), (uiieH3us
60939880),

Kaspersky Endpoint Security nist 6usneca - Paciupennsiii Russian Edition. 1000-1499 Node
2 year Educational Renewal License (murensus 2022-190513-020932-503-526), cpoxk
noab3oBanus ¢ 2019-05-13 mo 2021-04-13

ABBYYFineReader 11 Professional Edition, (6eccpounas), (mumensus AF11-2S1P01-
102/AD),

Microsoft Windows Pro 64bit DOEM, (6eccpounas), kontpakt Ne 6-OAD®D2014 ot
05.08.2014

Juctpubyrussr Ubuntu GNU/Linux, Debian GNU/Linux

«Antumiaruat. BY3». Jlunensuonnsiit gorosop Nel94 ot 22.03. 2018 roxa;

3.3.1Ipodeccuonanbupie 6a3bl JAHHbIX U HHPOPMALMOHHbIE CIIPABOYHbIE

CHCTEMbI COBPEeMEHHbIX HHPOPMANUOHHBIX TEXHOJIOTHH
Nudopmanmonnas cucrema «EnuHoe OKHO J0cTyna K 00pa3oBaTelbHBIM pecypcam. Pazmen
Wndopmaruka n nadopmarmonssie TexHogorum» (https://habr.com/)

Kpynuenmmuit BeO-cepBuc st xoctunra IT-mpoekToB W MX COBMECTHOM pa3pabOTKH-
(https://github.com/)

basa kuur u myoaukaruii DnekrponHoi ondmuoreku "Hayka u Texauka" (http://www.n-t.ru)
Enunoe oxHO gocTyma K oOpa3oBarenbHbIM pecypcam. Paszmen Wadopmatuka u
nHpopmarnmonnsie Texunonoruu (http://window.edu.ru/catalog/?p rubr=2.2.75.6)
DOnexrponHas ounbnnoreynast cucrema ZNANIUM.COM (http://znanium.com/)

[{udpoBas KoIEKIUs SIEKTPOHHBIX BEpCcHil W3AaHWK (y4eOHWKH, ydeOHBIE TOCOOWS,
y4e0HO-METOIMYECKUE JOKYMEHThI, MOHOTpaduu) MO IKOHOMUYECKHM, €CTECTBEHHBIM,
TEXHUYECKUM U TYMaHUTApHBIM HayKaM, CTPYIIHUPOBAHHBIX 110 TEMATUYECKUM U 1I€JIEBbIM
MpU3HAKAM.

OnekTponHas Oubmuoteunas cuctemMa «BOOK.ru»  wm3marensctBa «KnOPyc wmenmay
(https://www.book.ru/)


http://www.piter.com/publish/authors/20865/0/

8. HuTepHeT-yHHBEpCUTET MH(POPMAITMOHHBIX TEXHOIOTUH (Www.intuit.ru)
9. Owmmnaitn cpena pazpaboTku npusioxxkenui (ideone.com)

10. XKypunan «KommeroreplIpece» (Www.compress.ru)

11. U3natenscTBO «OTKPHITHIE CHCTEMBD) (WWW.OSP.TU)

12. I3nanne 0 BBICOKMX TEXHOJIOTHAX (WWW.CNnews.ru)

13. Cnpasouno-npasoBas cuctema «Koncynsrant [Tmoc» (http://www.consultant.ru)
14. Dnexrponnas oubnuoreunas cucrema eLIBRARY.RU (http://www.elibrary.ru)

15. Dnektponnas 6ubauoreunas cucrema IPRbooks (http://www.iprbookshop.ru)
16. OnextponHas OubnuoTeuHas cucremMa HarmumoHambHas  2JIEKTpOHHAas  OWMOIHMOTEKa

(https://H36.pD)
17. DnextponHas 6ubnuoreunas cuctema Opaiir (http://www.biblio-online.ru)
4. O0ecnieyenne 00pa3oBaTEJbHOr0 MpoLecca AJsl JHUI ¢ OrPAHMYEHHBIMU

BO3MOKHOCTAMMU 310POBbA U HHBAJINAOB

YyeObHble W y4eOHO-METOIMYECKHE MaTepHalbl I  CaMOCTOSITEILHON paboOThI
00yJaroIIXCs U3 YUCIIa MHBAJUIOB | JIUI[ C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3710poBbs (OB3)
MPEIOCTaBISAIOTCS B (popMax, alanTUPOBAHHBIX K OTPAHUYCHHUSM WX 3J0POBbS U BOCTIPHUSATHS
uH(pOpMaInu:

/na caenvix u cnabosuonauux:

- Jexkuud o(GOpMIIIOTCS B BHUAE AJIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C IOMOIIBIO
KOMIIBIOTEpA CO CTIEUAIN3UPOBAHHBIM MPOTPAMMHBIM 00€CIICUeHHEM;

- TUCHbMEHHbBIE 3a/IaHMsI BBINOJHAIOTCS Ha KOMIBIOTEpE CO CHEHUATU3UPOBAHHBIM
POrpaMMHBIM 00€cTieYeHUEM, UITH MOT'YT ObITh 3aMEHEHBI YCTHBIM OTBETOM;

- o0ecrieuynBaeTCs MHIUBHIyalIbHOE paBHOMEpHOE ocBerieHne He MmeHee 300 JroKc;

- JUIS BBIIOJHEHUS 3a/aHus NpPU HEOOXOAMMOCTH MPENOCTABIAETCS YBEIMYMBAIOIIEe
YCTPOMCTBO; BO3MOXHO TAaKKe HCIIOJNIB30BAHHE COOCTBEHHBIX  YBEITUYHBAIOIIMX
YCTPOICTB;

- MHUCHMEHHBIE 33/1aHUS OPOPMIISIFOTCS] YBETTUYCHHBIM MIPHPTOM;

- 9K3aMeH U 3a4€T MPOBOJATCS B YCTHOW (pOpME MIIH BBIMOIHSIIOTCS B MMCbMEHHOM (hopme
Ha KOMITbIOTEPE.

Jna enyxux u chadocavimamiux:

- nexkuud OQOPMIISIOTCS B BHJE JJICKTPOHHOTO JIOKYMEHTa, JHOO MpPEeI0CTaBISETCS
3BYKOYCHUJIMBAIOIIAs annapaTypa HHAUBUAYAIbHOTO TOJIb30BaHUS;

- MHUCHMEHHBIC 33/IaHUS BBITIOMHSIOTCS HAa KOMITBIOTEpE B MUCHbMEHHOU (hopMme;

- 9K3aMeH U 3a4éT NPOBOJAATCA B MHCbMEHHOH (opMe Ha KOMIIBIOTEPE; BO3MOXKHO
npoBeJieHNe B popMe TeCTUPOBAHUS.

/Jlna auy ¢ napywenuamu onopHo-06uU2amenbHo20 annapama:

- Jexkuud Oo(GOpPMIIIOTCS B BHUAE AJIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C IOMOIIBIO
KOMIIBIOTEpA CO CTIELUAIN3UPOBAHHBIM POTPAMMHBIM 00€CIICUeHHEM;

- TUCHbMEHHBIE 3a/IaHMsI BBIMOJHAIOTCS Ha KOMIBIOTEpE CO CHEHUATU3UPOBAHHBIM
POrpPaMMHBIM 00ecTIeYeHUEM;

- DK3aMeH U 3a4€T MPOBOAATCS B YCTHOH (hopMe MIIM BBIMOIHAIOTCS B MUCBMEHHOH (opme
Ha KOMIIBIOTEPE.

[Tpu HEOOXOMMMOCTH MPENYCMATPUBACTCS YBEITUUYCHUE BPEMEHH ISl IIOATOTOBKH OTBETA.

[Ipouenypa  mnpoBeneHHS  MPOMEXKYTOUYHOM  arTecTauu Uil  OOy4YaroIIuXcs
YCTaHABIMBAETCS € YYETOM WX UHAUBHAYAIBHBIX TCUXO(U3HUYECKHX OCOOCHHOCTEH.
[TpomexxyTouHast aTTecTalusi MOXKET MIPOBOIUTHCS B HECKOIBKO ATAIOB.

[Tpu mpoBeneHUU MPOIETYpPHl OICHUBAHUS PE3YABTaTOB OOyUEHUS TPEIyCMaTpUBaeTCs
UCIIOJIb30BAaHME TEXHUYECKUX CPEACTB, HEOOXONMMBIX B CBSI3U C WHJIUMBUIYaIbHBIMU
0COOCHHOCTSAMU O0YYAFOIIMXCS. DTH CPEJCTBA MOTYT OBITh MPEIOCTABICHB YHUBEPCUTETOM, WIIH
MOTYT HCIOJIb30BaThCsl COOCTBEHHBIE TEXHUUECKHE CPE/ICTBA.

[IpoBenenme mpoueaypsl OLEHHWBAaHUS  pPE3yAbTaTOB  OOydYeHHUs JIOMYyCKAaeTcs C
MCIIOJIb30BaHUEM JIMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHHA.


http://www.consultant.ru/
http://www.elibrary.ru)/
http://www.iprbookshop.ru/
https://%D0%BD%D1%8D%D0%B1.%D1%80%D1%84/
http://www.biblio-online.ru/

ObGecneunBaeTcss AOCTyN K MHGOPMAIIMOHHBIM M OMOIHOrpaduyecKuM pecypcaM B CETH
WnTepHer mns kaxzaoro oOydvaromerocss B (opMax, aganTUPOBAHHBIX K OTPAHUYCHUAM HX
3JI0POBBSI U BOCIIPHUATHS HHPOPMAITUH:

Jlna cnenvix u cnabosuosauux:

- B TIeYaTHOU (hOopMe YBEITMUYCHHBIM MIPUPTOM;
- B (hopMe 2IEKTPOHHOTO IOKYMEHTA;

- B popme ayauodaiina.

Jna enyxux u cnadocnviumaniux:

- B IeyaTtHoH (opme;

- B (hopme 3IEKTPOHHOTO TIOKYMEHTA.

/lna o6yuarowuxca c HapyueHUAMU OROPHO-08U2AMENbHO20 ARNAPAMA:
- B ICUaTHOH (opme;

- B (hopMe 3JIEKTPOHHOTO TOKYMEHTA;

- B (hopMme ayanodaiina.

Y4eOHble ayAUTOPHUH JIJIsl BCEX BUIOB KOHTAKTHON M CAMOCTOSITETILHOM paOOThI, HaAydHAast
OMOJIMOTEKa W WHBIE TIOMEIICHHS JJIi OOYYEHHUs OCHAIICHBI CIIEIUATBLHBIM O00O0pYJOBaHUEM W
y4eOHBIMU MECTaMH C TEXHHYECKUMHU CPEJICTBAMU O0yUCHUSI:

0715 C/IenbIX U C/1ad0BUOAUUX:

- aBTOMaTH3WPOBAHHBIM pab0OYMM MECTOM JIJIS JIFOJIeH C HapyIICHUEM 3PCHHS;

- IpU HEOOXOJIUMOCTH OOYYArOIIUMCSI MPEAOCTABIISACTCS YBEIIMUHBAIOIIEE YCTPOMCTRBO,
JIOTTYCKAETCs UCTIOIh30BAHUE YBEIMUUBAIOIIUX YCTPOUCTB, UMEIOIINXCS y 00yJarOIUXCs;

015 27IYXUX U C/1A0OCAbLUAUUX:

- aBTOMAaTH3MPOBAHHBIM pPa0OYMM MECTOM IS JIIOACH C HapylIeHHEeM ciyXa |
CJIa0O0CIBIIIAIINX;

- aKyCTUYECKHUI YCHUIIMTEb U KOJIOHKH;
0713 00YUaAIOWUXCA C HAPYUWIEHUAMU ONOPHO-06UZAMENbHO20 ANNAPAmMa:
- IEPEIBUKHBIMU, PETYJIMPYEMBIMHU 3proHOMHYeckuMH napramu CU-1;
- KOMIIBIOTEPHON TEXHUKON CO CHELMaIbHBIM IIPOrPaMMHBIM 00€CIICUEHUEM.

5. MarepuajbHO-TeXHHYECKOe o0ecnevyeHune TUCIUIINHBI (MOIYJIs1)

I[J'I}I npenoaaBaHusa W U3YUYCHHUA JUCHUIIIMHBI HCIIOJIB3YCTCA JICKIIMOHHAsA ayJAuTOpHAd,
o0ecrieyeHHas: MyJIbTUMEINA TPOSKTOPOM U COMYTCTBYIOIIMM 000PY/ZIOBAaHUEM, HHTEPAKTUBHOU
nockoit. Mcnonb3yrorcss YMK muciumimael (Ha OyMa)XHOM M 3JIEKTPOHHOM HOCHTEIAX), (GOH/T
Hay4YHOW OWOJIMOTEKH YHHUBEPCUTETA, METOJAMYECKHE M Yy4eOHO-METOJUYECKHUE MaTepHhaIbl
Kadeapsl ”HOOPMATHUKH.

K paboueii npozpamme npunazaiomces:

Ipunoxenne 1 — DoHI OLEHOYHBIX CPEACTB JUIsI MPOBEACHHS ATTECTAllUU YPOBHS
c(hOpPMHUPOBAHHOCTH KOMITETEHIIUH 00yJaIONINXCs MO TUCIHUIUINHE (MOIYIIIO);

Ipunioxenne 2 — Meroauyeckue YyKazaHusi JUig OOYYalOLIMXCS IO OCBOCHUIO
JTUCITUATITAHBI (MOTYJIs).
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